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Apresentacao Web Inteligence

Ferramenta de busca, investigacao e monitoramento da internet aberta,
midias sociais e deep e dark web

Agosto de 2020



Webint — suite completa e robusta para busca e investigacao
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Contra a Criminalidade & Violéncia

+

Superficie WEB r’i’-g

Investigacdao dos Crimes

DEEP WEB in T @®&

Organizacdo Criminosa/ Incitagdo a violéncia

WEB Privada @ ‘ © A

Comunicacao Interna dos criminosos

DARK WEB 0@

Comércio de Armas/ Drogas / Documentos falsos
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Fluxo Guiado de Investigacao
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Pesquise Analise




Mapeamento ativo de uma Entidade

Revele Conexdes Suspeitas / Widgets voltados ao |dentificacdo multi-source
mapeie Quadrilhas monitoramento de alvos Instantanea do Alvo
completas




Profiler — Perfil Web Instantaneo

Dados Coletados:

Telefones e emails

Nomes e relacionamentos
Interesses e eventos

Status no IMs (last seen timestamp)
Localizacdes, fotos e midia

Educacdo e carreira

Citacdes na Web



WebAlert

Solucdo para monitoramento de midias sociais que permite georreferencia, mapas de
vinculos, filtros, nuvem de palavras, identificacao de autores mais relevantes, relatorios,
filtros nos dados recebidos, busca historica (busca no passado), entre outras
funcionalidades.
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TRACK REAL TIME ALERTS LOCATION INSIGHTS

Online conversations by Via varias channels View the location of
applyinggeo-fence " including emails and threats using street
and/or keywords SMS map view




WebAlert -
Monitoramento
georrefernciado de
palavras-chave

Vigilancia em uma area pré-
determinada

Monitoramento em tempo real

Alertas para atividades
suspeitas

Web Alert™
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Monitoramento
de Pessoas de
Interesse

+ Construa rastreamento ao vivo

Aprenda os padrdes de vida do
alvo

+ Monitore a localizacdo do alvo

Alerta sobre ameacas
emergentes

+ Descubra as relacdes sociais
do alvo
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Filter by gender
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Luminar (Dark Alert)

* Solucao de protecao cibernética que monitora a Deep e Dark Web

« Otima solucdo para andlise de riscos, identificacdo de hackers e pessoas planejando
acOes contra a organizacao

« Também é utilizada para identificar se dados da organizacao estao sendo
compartilhados pela DarkWeb, identificar se nomes, e-mails e informacdes ligadas a
empresa estao sendo vendidos em Blackmarkets...

* Incluirelatorios customizados de inteligéncia, que chegam mensalmente e sao
integrados dentro da solucao



DASHBOARD Sea
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DASHBOARD Search

Publish Date
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Major Data Leaks in 2018

In the course of 2018, data breaches and data leaks have been a prominent wector in cyber-attacks. W

& Hc-w Attack Carnpa.lgn I..lsn: Fileless Malware o Infect ﬂrgammlms

On Febnuary 8, 2017, ¢ ity researchers reporied a new attack campaign thet u=es legitimate

Phishing Attacks Target the French Tax Authaorily
¥We hawe oetected muitiple phishing attemnpts targeting the websie of the French tax authonties (waw

Mew Darknet Marl:etplm:e Offers Dozens of Attack Tools and Services
We Wentfied & new marketplace on the Darkmet called 5oyl Hacking Store” which sells difterent

Shadow Brokers Release Windows Hacking Tools
he Shadow Brokers hackmng group released of another batch of Eguation Group (EDGF] files from the

Technieal CTI Overview Eguation Graup Leak
O fwgust 13, 2076, a group of hackers cuboed the Shadow Brokers uploaded & post to Pastabin clamin

Sharp Rise in Mining Related Malware on thn:— Russlan speaking Underground Replacing the Development of Banking balware
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Bangladesh Central Ea'lk Ha-:k
Bedwean dMarch 4 and Ma 3. 2016, cyber cimmals stole appromimaltely S80 million from the Banglade

Mew Darknet Marketplace Offers Dozens of Attack Tools and 'uf.arlws Services
We identified 3 new marketplaca cn b [ ned called *Scylla Hacking Store” which se jiffarent

Tokyo Botnet for Sale an a Dark Web Forum
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Telegram Says DDoS Attack Lavnched Mostly from China
glegram instant messapng service has fallen & vichm of & pow.
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TASOS Group Wses HTML, RATs and Other Technigues in T..
Security reseanchers have analyzed the latest campaigns launch
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Ransomware Halts Production for Days at Majer Alrplane ...
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Flaw in Spnl::r:rpt Can Trigger DDoS

The SymCrypt cryptagraphic library on Window: affecter
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