Gold Lock Z
App anti-hacker para protecao de smartphones

* Varredura do dispositivo, redes Wifi e apps

e Detecta comportamentos maliciosos e ameagas
conhecidas e desconhecidas em tempo real

* Analisa desvios no comportamento do disposi- S )
tivo e identifica os tipos de ataque Heice sately | Davice Safety
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decisdes quando uma atividade maliciosa é des- Netwiark Safely
coberta

Apps Safety

e Utiliza inteligéncia artificial e aprendizado de
maquina para evitar atagues como MITM, Phishing
Malware e zero-day, entre outros

* Painel Web com dados forenses Activity Monilor Activity Monitor




OS/Kernel exploitation

Profile/configuration modification

System tampering

Device vulnerability assessment

Physical USB exploitation

NETWORK

Man-in-the-Middle (MITM)

SSL stripping

SSL traffic intercept

Rogue access points

Reconnaissance scams

APPLICATION

Malicious apps

Risky Apps

Known and unknown malware

Dynamic threats abusing download
and execute techniques

Potentially unwanted applications
from untrusted sources

Malicious URL

Phishing emails

Phishing text messages

Application embedded URLs

Obscured URLs




